
Transposition Ciphers
Linguistics 484



Types of cipher

Rail-fence

Numerically-keyed columnar transposition



Rail fence

T F

D H D O C

N R N U N

E E A R E

S E P

TFDHDOCNRNUNEEARESEP



Columnar

R E Q U E S
T R E I N F
O R C E M E
N T S I M M
E D I A T E
L Y G J X A

RTONELERRTDYQECSIGUIEAJENMMTXSFEMEA



Numerically keyed columns

5 6 1 4 3 2
R E Q U E S
T R E I N F
O R C E M E
N T S I M M
E D I A T E
L Y G J X A

QECSIGSFEMEAENMMTXUIEIAJRTONELERRTDY



Numerically keyed columns

O=5 R=6 A=1 N=4 G=3 E=2
R E Q U E S
T R E I N F
O R C E M E
N T S I M M
E D I A T E
L Y G J X A

Number the letters of the keyword alphabetically.



Numerically keyed



How shall we proceed if the keyword is “PURPLE”?

Numerically keyed



How shall we proceed if the keyword is “PURPLE”?

P=3 U=6 R=5  P=4 L=2 E=1

Numerically keyed



Suggestions for how to 
break?

ERESO RIERU GRFPT TEOAE 
OOSNN MNIEU SDEES MTSUR 
FYSBW TEARC UEXRQ GXXXX



Suggestions for how to 
break?

Determine length of key. Looks like it has 56 real chars

7*8=56

So try 7 and 8 as the widths



Vowels

Quick test: we want to see vowels in every row



E E T O E M S C

R R T S U T B U

E U E N S S W E

S G O N D U T X

O R A M E R E R

R F E N E F A Q

I P O I S Y R G

4

2

4

2

4

3

3



Also, Q is in same row as a U

E R E N E F R
R U O M E Y C
E G A N S S E
S R E I M B U
O F O U T W X
R P O E S T R
I T S S U E Q
E T N D R A G

3
3
3
3
3
3
3
2



E
R
E
S
O
R
I
E

R
U
G
R
F
P
T
T

E
O
A
E
O
O
S
N

E
E
S
M
T
S
U
R

N
M
N
I
U
E
S
D

F
Y
S
B
W
T
E
A

R
C
E
U
X
R
Q
G
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O
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R
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Y
S
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T
E
A
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E R E N E F R
R U O M E Y C
E G A N S S E
S R E I M B U
O F O U T W X
R P O E S T R
I T S S U E Q
E T N D R A G

E
R
E
S
O
R
I
E

R
U
G
R
F
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T
T
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N

E
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W
T
E
A

6 5 4 7 2 3 1 Order of columns



6 5 4 7 2 3 1 Order of columns

This means. Take column six, then columns, 
5,4,7,2,3,1 in that order.

7 5 6 3 2 1 4 Alphabet pattern



T O P I C A L

W I N D B A G

W O R M I A N

Z O O I D A L

U N T I D A L

What words are 
there that are 
numbered this 

way?
Based on search 

of 234,936 
words /usr/dict/

share/words

7 5 6 3 2 1 4



7 [7, 6, 5, 2, 3, 4, 1] Wolffia
7 [7, 6, 5, 2, 3, 4, 1] Zuleika
7 [7, 6, 5, 2, 3, 4, 1] spoffle
7 [7, 6, 5, 3, 1, 2, 4] spongin
7 [7, 6, 5, 3, 1, 4, 2] utricle
7 [7, 6, 5, 3, 2, 1, 4] Wurmian
7 [7, 6, 5, 3, 4, 1, 2] trommel
7 [7, 6, 5, 3, 4, 2, 1] spiffed
7 [7, 6, 5, 3, 4, 2, 1] spoiled
7 [7, 6, 5, 3, 4, 2, 1] unliked
7 [7, 6, 5, 4, 1, 2, 3] pigface
7 [7, 6, 5, 4, 1, 2, 3] spondee
7 [7, 6, 5, 4, 1, 2, 3] uniface
7 [7, 6, 5, 4, 1, 3, 2] policed
7 [7, 6, 5, 4, 1, 3, 2] tronage
7 [7, 6, 5, 4, 2, 3, 1] sonlike
7 [7, 6, 5, 4, 2, 3, 1] urnlike
7 [7, 6, 5, 4, 3, 2, 1] Tsoneca
7 [7, 6, 5, 4, 3, 2, 1] sponged
7 [7, 6, 5, 4, 3, 2, 1] wronged



Transposition

Multiple anagramming

Checks for good digraphs

Moving columns



Extra clues

Use anything you know about letters.

Q usually followed by U, X has very few possible 
predecessors (vowels, n, r, t,l,y)



Double transposition
O=5 R=6 A=1 N=4 G=3 E=2

R E Q U E S
T R E I N F
O R C E M E
N T S I M M
E D I A T E
L Y G J X A

Number the letters of the keyword alphabetically.

L E M O N
R T O N E
L E R R T
D Y Q E C
S I G U I
E I J E N
M M T X S
F E M E A



Double transposition

Number the letters of the keyword alphabetically.

L=2 E=1 M=3 O=5 N=6

R T O N E

L E R R T

D Y Q E C

S I G U I

E I J E N

M M T X S

F E M E A

TEYII MERLD
SEMFO RQGJT
MNREU EXEET
CINSA



Depths

This is very hard to break.

But there is a saving grace if you have a large 
number of messages, and some happen to be 
exactly the same length



Depths

Even a double transposition has the property that the 
letter in position 179 of a 233 letter plaintext always 
finishes up in the same corresponding place (don’t 
know what it is) of the cryptotext

Group together all the messages with the same length



Depths

1 2 3 4 5 6 7 8 9 ... 196

M1

...

...

...

M20

a l t u d g k m o t

e

w

x

v l t u x g n t v q

Can play same multiple anagram game



Multiple anagramming

In depths, one of the columns is going to be all the first 
letters. We know that the initial letters of English words 
have a frequency distribution different from that of 
word-medial letters, so we can look for the column that 
is likely first.

Same for last letter of message.



Practicalities

In transposition ciphers, you have to write out the 
whole of the message before you can encode any of it.

Worse, if you leave out a letter, every other letter goes 
in the wrong column. Likely to lead to requests to 
resend message, there may be errors at either end.



Practicalities

In practice, transposition ciphers often get used in 
block mode. Split the message into blocks, then 
encipher each block separately. Why is this going to 
make the codebreakers happy?


