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Quantum mechanics

x [he Heisenberg Uncertainty: Principle places a
fundamental limit-on-our knowledge of the
submicroscopic- guantum world.




Quantum mechanics

x [he Heisenberg Uncertainty: Principle places a
fundamental limit-on-our knowledge of the
submicroscopic- guantum world.

® [his IS because the act of measurement disrupts the
thing that is measurea.



PNnotons

Light has a wave-particle duality

® sometimes it seems:like a:wave, so you can reflect it,
refract It through slits; and 'so on.

x sometimes it seems like a (very tiny) particle. This
particle 1s called the photon.
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Polarization

®x Photons have a property: called polarization, which is
(loosely) the direction in:which thelr:wave Is waving.
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Polarization

®x Photons have a property: called polarization, which is
(loosely) the direction in:which thelr:wave Is waving.

® Photons can be polarized in-any direction.

x Polaroid filters:can select photons that are polarized in
a particular direction.
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FPolaroid filters

x Polaroid filters show guantum behavior.

x Photons that are exactly-aligned with the tilter are
certain to pass through.
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FPolaroid filters

x Polaroid filters show guantum behavior.

x Photons that are exactly-aligned with the tilter are
certain to pass through.

x Photons that are at exactly 90" to the filter never pass
through

x Photons that are at 45 or 135 to the filter will pass
through with probablity 0.5, and those that do pass
through will-be flipped into alignment with the filter.



FPNotons are Inaivisiple

® You can't copy a photon without measuring it.

x SO, if you measure a 90" photon with-a 45° filter, the
information that it used to contain is irrevocably lost.



INnformation

x |f you have a stream of 0" and 90" photons, Alice can (in
orinciple) send a binary:signal to-Bob.

x Crucially, Bob knows:that the stream contains only O°
and 90" photons, so can line up the filter so that he has
NO uncertainty:

x |f she wanted, Eve the eavesdropper could intercept
the photons with the same filter arrangment, and send
on the same signal.
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INnformation

» But if Eve thinks the photons are at 45 and 135 she
will set up the filter in-the wrong: orientation.
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INnformation

» But if Eve thinks the photons are at 45 and 135 she
will set up the filter in-the wrong: orientation.

x Eve will get a random pattern of Os and 1s.

® \\Vhat's worse, since Eve doesn't know what the
signal was, she can't pass it on, and the
eavesdropping will-be obvious.



How to use this.

® Exploit the Information - asymmetry between Bob anad
Eve.

® Alice and Bob start by agreeing a long seguence of
binary bits

® [hey use this to decide whether to use the diagonal
® or rectilinear ® encodings



AL LALAL L L)) . f Y9999 YYYYYY

TIYYTY YT YY Y YN Yy
. _ ' » TV Y Y Y Y YT Y Y Y Y Y Y Y Y
: T YT Y Y YTy Y Yy Yy Yy
AN .JJJJJ44444¢,..,.
SARRARRRRRARE
FTYYYYYYYYY Y
JJJ.JJ;::;,//.“,,
J YT I T T I YT Y Y Y Y Y Y Y Yy
: PRRRARRARR AR RD
TR YY Y

JJJJ T Y Y Y YYYYYYY Y
XY TIY YT Y YYIY YN YY

T I I Iy
PR RRRRRRRRRE
JJJ.JJJJJIIIJI,.J,,,

»e

YYYYYS Y Y'Y Y Y9N NSNS vy Y Y9N NN
3 444 OJJﬂma ﬁq # M \ ﬁqqﬂ} ﬂﬂff YN Y Y y
J.,.‘ 'J .j A 3 T Y Y Y YT YT Y Y Y Y Y Y Y Yy
AL » (RN RRRRRARRRRARRR
000, AN

EELLY)

Ny YTYYYSYYYYY Y Y
TYIYI YT I I I
JJJJJ/caa:,.

PRRRRRRERRRERE

AL A2 AR 22 R R R . JJ TYYYYY Y Y Y Y
A a2 PR RRRARRARAN
S8R RNRARS LA LD ) ameJJJJJ,..

%

X
.«....

»
»

5
he
o0

LAAAAAAL L L L L L L LAL) LAAAL L L L L LD LAA AL L LA L L L L D)

TYYYYYYY Y
TYYYYYY9YY Y

F* 22 R R R R R R RERERERERER RN
22 2 22 bbbl il
' FEEFEEFEEETREENT T REERE " BB N

I ER R T PR R R VENRLERAS SRR R R R R R R R R AR R R R R R R R 2R 2l )
IR BB\ P

FPEY 2 2 F F R BRUN

R R R 3 O BNE B B
FEEF F R ERERE R R R N

T Y Y YFYYIYFFYFYINEEERE Y
I..IIIIv..I.-i‘l..

R T RN R
TSN A P P RIANAYVELEEEY EED T D
2322232 F PR RS R R R E RN ]

1)
1TYYYYY

TTIIIYIIIYY

TIIIYIYIYYYY r 2 2 2 2 2 b2 st ot i kR
Y YYYYYYYYY TR RERERY TR ERY BOE N
...-:ttJJJJJ......

YT YYIYYYYY Y AN AL LA RN
AR RRERRRRRI L Lo s s n s e ST pan e e -

YT YT YTYYYYY Y AL I R R R R R A R R T L) ~ RSB PPN ININIIRIIEIIEYYS
1 T T T R N e r T Y Y Y RN —_—

FTT IYTYIYYYY Yy

Y Y Y YT Y YT Y YYYY Y
TY NN Y S

YY1 »
cg..c....ccc‘
T FrRF T

-
3 3 ¥ g
*® e
oﬁxf*o 3
4 YY)
VAR Y YT I YY
_YYY Y)Y

....:::444444444/ . . . .

1YY Y Y Y YT YYYYYYYYYS Yy ) .
TYIYIYIYIYY Y 1)
TYNYYNS 44,4J,4AJJJJJJJJJJJJJJJJJJJJJJJ JJJJJJ JJJJJJJJJJJJJJJ,; !
Y Y YT Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y YN Yy RRRRRRRARRRRRR
YT YT T YT YT YTYTYYY Y Y Y 1Y ) 1 9 ' PR RRRRRRRRRRRRY
T T T T T I T YT YT YIYYYYOYYY YT PR AR RA R AR AR RN
T T T T T T T T T T T T T T YT YT Y Y Y Y Y Y Y Y Y Y Y YA YYAYYYYNMY Y




Y Y Y YYYYYYYYYYYS
T IYYYYIIYY Y

LIL)

YYYYYYY

'Y
TY Y Y YN

Y

3 2311

Y Y Y Y Y Y Y Y Y Y YYY Y Y Y Y Y Y Y
Jl

13

3 ) ) . iy
JhJJJJJ 'Y
: Y Y YT Y Y Y Y Y Y Y Y Y Y Y Y Yy

1 IR RARRRN

YYYYYYYYYYY Y YY Y
PR RRRRRRRR R R R EARER
TYI I YT YT YT Y Y Y Y Yy Yyy Yy

PRRRRRRRRRRRRRRR
YY Y Y Y Y Y YY YT Y YN S

TIITXI I N1
3

TIITTIIYYYY
fJJJJJJ,JJa/a«/“
PSR RARRRRRR

T2 237309999 )
" 1Y P YYYY Y
UL YA Y
.JJJJIz;a;;,,/.

*THYYN

.4.4.4,4 TY NN

YYYHYHYNYY Y S .
TIIITIIN99YYY
A ASRRRRARE

"EE R R R R R R
N~ L4 22 )aN A2 2R T RN
e B F R RIL LY B EE Mkl F el
P MR R EENTSIEL R EANSTZEL EINERRE R
TR R R R R R R R R R R R R RN X J J
2222220200000t

CE R R R R R AR R PP AR R R AR R R R R R R R AR Rl ) )

FF L YRR =~ Rl ER N ~t 3 RN
T RN PR R ALY REERTIY EEERREEREREEE R SRR R )
PN P P PRV EL R ERER A ZENEREN EEEE LR DR G ' R R R S

L EEXTX2221 232232322

e xR E R R R R R

ShosoRgoboosus»

A AL AN TEL EER/NY L
e O F O Sat® O F O R N R R

2 21 FF R R R R

2 2 2 2 2 & 2

Lﬂfr‘”#w

YEYY

UL RS

A R RN B

AR 2 R B

nnas oo'cooooo‘oosﬂ. NYYYS Y
o YN YT YT IYYY YNNI Y

Y AR AR AR

ARt ELRERY AR

e A AAA A AR A A A AR AR A A Al A A )

TEEEEN Al A A A A A A A A A A A A A A A A A A A A A )

" A XL TINLI] ALY B

(8 liay .9
BRA - AR ARL -2
LYY YY)

EREREIN IR

ooodt.hﬁ”MJ-

2eimen BOALTFTFRLL0200000000000000000000 0

Shhhee "Shee A A »e
»

R A A A A A A e A e e A e e

TINGRR

IV
YYYYYYD

Y Y Y YT Y YTYYYY Y YY : :
! LLL )
Y T I T I O O I Y T O Y Y Y Y Y YY

YT YIYIYYYYYYYS
' Y'Y .......,4,,444J,J4¢¢¢444LJﬂ

\

111
JJJUUJJQ/
YYYYYSY YN

| .8
.,.4..44.4.4J44J4J444

RRRRARRRRRRR RN
<J4 SRR R RN R R R R R R R R R R RS
PR RN RRR AR AR AR AR RN
T I I T T T T YT YT YT Y Y Y Yy Yy Yy
1Y) T I I T T YT YT Y Y Y Y Y Y Y Yy Yy Yy
1T T T T T T T T T T N M N N T M T M T T N T S YN SN Y ST YN Y YN YNNI YN NYHYYNY YN




Key distribution

x OK, if Alice and:Bob have truly-agreed a long string of
bits to say which detector to use.

® And If Eve has not intercepted the Key.

n Byt this cannot be assumed.



Quantum Cryptography

x Solution to the key distribution problem
® Alice sends a sequence of random binary bits

® Using a random sequence of polarization decisions
which she records and Keegps.



Quantum Cryptography

x Solution to the Key distribution problem

® BOob also a generates a random seqguence of
oolarization decisions.

® He decodes Alice’s random bits using the decoders
dictated by his random polarization decisions.



Quantum Cryptography

x Solution to the key distribution: problem

x At this stage, Bob doesn’t know: which of the bits he
has detected are right, and which are the random
results of mismatches in the polarization sequences



Quantum Cryptography

x Alice and Bob how compare polarization schemes.

x [hey can do this over an insecure line. Alice reads off
her decisions one by one, Bob responds by saying
whether he happened to use the same polarization
for that bit.

x [hey ignore the bits that were sent with different
polarizations, keep the ones that were sent with the
Same.



Key distribution

x Alice and Bob now: have a shared sequence of bits
corresponding to the places where they know that the
gquantum detectors worked reliably.



Eavesaropping

® Eve can hear the telephone conversation between Bob
and Alice, so she knows what polarization scheme was
used by Alice when.

®x But when she was eavesdropping on the photons, she
nad to choose which scheme to use when. She will be
IN the same position as Bob, except that her
coincidences will be different from his.




