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Quantum mechanics

The Heisenberg Uncertainty Principle places a 
fundamental limit on our knowledge of the 
submicroscopic quantum world.

This is because the act of measurement disrupts the 
thing that is measured.



Photons

Light has a wave-particle duality

sometimes it seems like a wave, so you can reflect it, 
refract it through slits, and so on.

sometimes it seems like a (very tiny) particle. This 
particle is called the photon.
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Polarization

Photons have a property called polarization, which is 
(loosely) the direction in which their wave is waving.

Photons can be polarized in any direction. 

Polaroid filters can select photons that are polarized in 
a particular direction.
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Polaroid filters

Polaroid filters show quantum behavior. 

Photons that are exactly aligned with the filter are 
certain to pass through.

Photons that are at exactly 90˚ to the filter never pass 
through

Photons that are at 45˚ or 135˚ to the filter will pass 
through with probablity 0.5, and those that do pass 
through will be flipped into alignment with the filter.



Photons are indivisible

You can’t copy a photon without measuring it.

So, if you measure a 90˚  photon with a 45˚  filter, the 
information that it used to contain is irrevocably lost.



Information

If you have a stream of 0˚ and 90˚ photons, Alice can (in 
principle) send a binary signal to Bob.

Crucially, Bob knows that the stream contains only 0˚ 
and 90˚ photons, so can line up the filter so that he has 
no uncertainty.

If she wanted, Eve the eavesdropper could intercept 
the photons with the same filter arrangment, and send 
on the same signal.
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Information

But if Eve thinks the photons are at 45˚  and 135˚ she 
will set up the filter in the wrong orientation.

Eve will get a random pattern of 0s and 1s.

What’s worse, since Eve doesn’t know what the 
signal was, she can’t pass it on, and the 
eavesdropping will be obvious.



How to use this.

Exploit the information asymmetry between Bob and 
Eve.

Alice and Bob start by agreeing a long sequence of 
binary bits

They use this to decide whether to use the diagonal 
⊗ or rectilinear ⊕ encodings 



1 0 1 0 1 0 1 1 0 1 1 1 0

⊕ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊗

↑ ➷ ➶ → ↑ ➷ ➶ ➶ → ↑ ➶ ➶ ➷

Bob knows the 
second row



1 0 1 0 1 0 1 1 0 1 1 1 0

⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

⊕ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊗

↑ →→→ ↑ →→→→ ↑ → ↑ ↑

Eve doesn’t have 
the second row

Eve does this
This is right



Key distribution

OK, if Alice and Bob have truly agreed a long string of 
bits to say which detector to use.

And if Eve has not intercepted the key.

But this cannot be assumed.



Quantum Cryptography

Solution to the key distribution problem

Alice sends a sequence of random binary bits

Using a random sequence of polarization decisions 
which she records and keeps.



Quantum Cryptography

Solution to the key distribution problem

Bob also a generates a random sequence of 
polarization decisions.

He decodes Alice’s random bits using the decoders 
dictated by his random polarization decisions.



Quantum Cryptography

Solution to the key distribution problem

At this stage, Bob doesn’t know which of the bits he 
has detected are right, and which are the random 
results of mismatches in the polarization sequences



Quantum Cryptography

Alice and Bob now compare polarization schemes.

They can do this over an insecure line. Alice reads off 
her decisions one by one, Bob responds by saying 
whether he happened to use the same polarization 
for that bit.

They ignore the bits that were sent with different 
polarizations, keep the ones that were sent with the 
same.



Key distribution

Alice and Bob now have a shared sequence of bits 
corresponding to the places where they know that the 
quantum detectors worked reliably.



Eavesdropping

Eve can hear the telephone conversation between Bob 
and Alice, so she knows what polarization scheme was 
used by Alice when.

But when she was eavesdropping on the photons, she 
had to choose which scheme to use when. She will be 
in the same position as Bob, except that her 
coincidences will be different from his.


