Decimation
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Shift ciphers

* There are 29 shitt ciphers

* All can be broken by recognizing
pattern of standard alphabet

* (Can also be solved by method of
exhavstion







Decimation

* Shift ciphersusea =b + k (with
wraparound)

* [fk=16 and b="A (letter 1) thenais
1+16=17 which is ‘Q

* Whatifweusea=b*k(with
wraparound)







a=bh*% wmod 26




Modular arithmetic

* lnteger arithmetic with wraparound is
called modular arithmetic. It turns up
all over the place.

* As the alphabet is 26 characters, we

are especially interested in arithmetic
modulo 26

* We call 26 the modulus




Rewainders and
residues

* Given a number a > 29 we can write it
as a=k*26 + b, where k is a non-negative

integer (i.e. 01,2.....)
* b is called the residue of a modulo 26

* In modular arithwmetic, we treat
numbers with the same b as equivalent.




Encoding

* Simply fll in the table as before.




0| P QRS TV VWX |Y|Z

N

a=bh*% wmod 26




Inverses?

* Shitts obviously have inverses, for
example 19+7 wmod 26 = 0

* Butis there a solution fo x*% = 1 mod
267 If so, can use it for decoding

* Yes. 21*5=10%=(4*26)+1




Pecoding

* S0 there is an inverse.




a=b*21 mod 26




a=b*21 mod 26




Modular arithmetic

* What happens if you choose to multiply
by 27




a=2"bwod 26




This is no good

* The problew is that 2 and 26 share
tactors, so the output alphabet doesn’t
cover the whole of the input alphabeft.

* Thus, we can't possibly have an inverse.










